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LOWISYILLE, KENTUCKY

OFFICE OF INTERNAL AUDET

JERERY E. ABRAMSON ROM WESTODHN
HATOR PEESIDEMT, METEO COUMCIL

Transmittal Letter

July 24, 2003

The Honorable Jerry E. Abhramson
Mavor of Louisville Metro
Louisville Metra Hall

Re: Audit of the Metro Police Narcotics Unit Asset Forfeilure Management

Scope and Opinion

We have examined the operaling records and procedures of the Metro Police
Mareotics Unit asset forfeiture management. This included the processes (e.g.. seizure,
forfeiture, expenditures and monitoring) used 1o administer narcotic forfeiture activity.
The primary focus of the audit was the operational and fiseal administration of the
activity.

As a part of our examination, we performed an evaluation of the internal control
structure.  Our examination was conducted in accordance with Genetally Accepted
Government Auditing Standards (1994 Revision), issued by the Comptroller General of
the United States; with the Standards for the Professional Practice of Intemal Auditing
issued by the Institute of Internal Auditors; and Generally Accepted Auwditing Standards
to the extent we considered necessary to evaluate the system,

The objective of internal control is to provide reasonable, bul nol absolute,

assurance regarding the achievement of objectives in the following categories:

» [Effectiveness and efMiciency of aperations

*  Reliability of financial reporting

*  Compliance with applicable laws and regulations

»  Salepuarding of assets
There are inherent limitations in any system of internal control.  Errors may result from
mizsunderstanding of instructions, mistakes of judgment, carelessness, or other personnel

factors. Some controls may be circumvented by collusion.  Similarly, management may
circumvent control procedures by administrative oversight,
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The operating procedures associated with Metro Police Marcotics Unit asset
forfeiture management were reviewed through interviews with key personnel.  The
operational and fiscal administration of activity was reviewed. The [ollowing specific
topic was included:

*  Asset Forfeiture Management

The scope and methodology of the areas reviewed will be addressed in the Observations
and Recommendations section of this report.  Ouwr examination would not reveal all
weaknesses because it was based on selective review of data,

The internal control rating for each area reviewed is on page 4. These mtings
guantify our opinion regarding the internal controls used in managing the activity and
identify areas requiring corrective action.

It is pur opinion that the overall internal control structure for the manapement of
asset forfeitures is weak. There were some specific problems that indicate the internal
control structure could be more effective.  Examples of the problems include the
following,

* The Metro Marcotics Unit maintains some forfeited funds in an ancillary bank
account. This increases risks associated with separation of duties and monitoring
responsibilities.

* Files do not contain sufficient docwmentation to record the receipt of forfeited funds.
This weakens the reliability of files maintained 1o record activity,

= Functional operating policies and procedures are not provided for asset forfeitures.
This may lead to inconsistencies in administration and management of activities.

The implementation of the recommendations in this report will help improve the intemnal
conttol strocture and effectivencss of the Metro Marcotics Unit asset forfeilure
management.

Michael 5. Norman, CILA
Chief Audit Executive

oc; Louisville Metro Council Audit Committee
Louisville Metro Council Members
Deputy Mayors
Metro Police Chief
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Tnitroduciion

The Metra Marcotics Unit is part of the Metro Police Department Investigation
Division. This Unit develops, collects and analyzes information that results in the
identification, investigation and arrest of illegal drug dealers, The Unit also confiscates
illegal drugs in an effort to reduce longerange damage to the community from drug
traffic.

The efforts of the Metro Marcotics Unit may result in the seizure of assets used to
commit criminal activity. Ultimately, these items (e.g., cash, vehicles, ete.) are subject to
State and Federal forfeiture laws. The Metro Police Department receives forfeited funds
and is required 1o administer them in accordance with applicable regulations, Currently,
Federally forfeited funds received are deposited through the Metro Treasury Division and
recorded on the financial system. A portion of State forfeited funds are maintained in an
ancillary bank account and used for certain investigative purposes.

For the period July 2002 through February 2003, approximately $175,000 had
heen forfeited to the Metre Narcobics Unat.

This audit was requested by the Commander of the Metro NarcoticsVice Unit,

Surma ueli wlts

L Current Audit Results

See Observations and Recommendations section of this report.

1. Prior Audit Issuwes

The Office of Internal Audit issued a prior review of Metro Narcotics Unit
activity in August 1995, which included assct forfeiture management. Unless otherwise
noted, all prior weaknesses have been satisfaciorily addressed,

L. Staiement of Auditing Standards

Cur aundit was performed in accordance with Generally Accepted Government
Auditing Standards (1994 edition) issued by the Comptroller General of the United States
and with the Standards for the Professional Prectice of Internal Auditing (2001 edition)
isgued by the Institute of Internal Auditors.

IV.  Staiement of Internal Confeol

We conducted a formal study of the internal control structure in crder to abtain a
sufficient understanding to suppont our final opinion.
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Y. Staterment of Irregularities, illegal Acts, and Other Noncompliance

Our examination did not disclose any instances of irregularities, any indications of
illegal acts, and nothing came o our attention during the examination that would indicate
evidence of such. Any significant instances of noncompliance with laws and repulations
are reported in the Observations and Recommendations section of this report,

VL Fiews of Responsible Officials

An exit conference was held at the Metro Narcotics Unit Administrative Offices
on June 18, 2003, Atending were Captain John Reed and Lieutenant William Wiley
representing the Metro Police Depariment; Mark Doran and Shannon Curran representing
Internal Audit. Final audit results were discussed.

The views of the Metro Police Department officials are included as responses in
the Observations and Recommendations section of the report.
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Observations and Recommendations

Asser Forfeiture Management

S&bgf

Key Metro Narcotics Unit personnel were interviewed in order to review the
operational and fiscal administration of the Metro Narcotics Unit asset forfeiture activity.
This included the processing of forfeitures, expenditure activity, records management,
and reconciliation, This was intended to focus on the aceuracy and appropriatensss of
Metro Narcotics Unit asset forfeiture practices.

Seven State and three Federnl forfeiture cases were judgmentally selected from
the period of July 1, 2002 to February 28, 2003, The forfeiture file, financial records, and
bank statements were reviewed to determine the appropriateness and accuracy of the
activity. The following concerns were noted.

Observaiions

There were some weaknesses noted with the Metro Narcotics Unil asset forfeilure
management. As a resull, the internal control structure is weakened and its effectiveness
impaired. Examples of the weaknesses include the following.

#  The Metro Narcotics Unil maintzing an ancillary bank account for State forfeitures.
These funds are not recorded on the Lowisville Metro financial svstems. While this
treatment of funds may be the most efficient given the nature of its uses, several
issues are related 1o this method of financial management.

# The current administration of these funds leads to sepamation of duties
wenknesses. One person is solely responsible for the management of the bank
account activity, This includes the preparation of deposits, handling of receipts,
check writing, and bank reconciliation,

# Checks written from the forfeiture bank account require two signatures.

Currently, two of the five authorized individuals arc no longer with the Metro
Marcotics Unit.

These types of concerns were noted during the previous review,

s There were instances in which sufficient documentation was not available to
adequately document the amount and receipt of forfeited funds. None of the receipts
for cash for the Federal transactions were signed to document the acceptance of funds
and the date received.

+ While standard operating procedures do exist, the Metro Narcotics Unit does not
maintain detziled policies and procedures for the asset forfeiture process, As a result,
employees do not have readily available guides 1o assist in processing, recording and
monitoring the activity, This could lead to inconsistencies in administering funds,
imsufficient monitoring and noncompliance with requirements,
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The Metro Marcotics Unit presents Federal forfeitures, along with excess State funds,
for deposit through the (former County) Police Business Office. These funds may be
held in the Business Office for up to a week before being submitted to the Treasury
Department for deposil with the bank.

Reco arions

Appropriate personnel should take the necessary comective actions to address the

concerns iwled. Specific recommendations include the following:

¥

o

Management should assess the risk of maintaining a separate bank account for
forfeited funds.

Consideration should be given to allowing the Metro Treasury Division to serve as
fiscal agent for all funds, Inclusion of all forfeiture activity on the Metro
Government’s systerm will more accurately reflect activity on the financial statements.
Additionally, this would resolve the financial risk of maintaining a separate bank
account.

While two signatures are required, the authority to sign checks should not include the
person responsible for the daily management of the bank account. This will allow
approval of persons independent from the bank account activity,

The names of individuals authorized to sign checks should be updated as needed (e.g.,
staff changes, elc.).

A responsible individual who does not have processing responsibility for forfeitures
should monitor the bank account activity, While momhF}- bank account activity
reports are sent to the Commander of the Narcotics Unit, there is still dsk involved by
not having this separation of duties. The Commander should continue to receive
mimithly reports. The Commander should alse receive the monthly bank statements.

The appropriate personnel should take care to ensure all documentation related to
asset forfeitures is present in the file. This will ensure accuracy and timeliness of
paymenis and deposits.

Periodic spot-checks/reviews should be conducted. Individuals independent of the
activity, such as applicable supervisors or Internal Audit staff, should review case
files and perform cash counts to ensure completeness of records and appropriatencss
of activity.

A documented forfeiture processing guide should be developed and accessible to
staff. This should correspond with and supplement applicable guidelines (e.g.,
Federal regulations, State statute, local ordinance, general policies and procedures,
cte.). This doecumentation should include sufficient detail for each duty performed,
along with copies of forms used. In addition, training of key personnel will help
ensure consistent adherence to the requirements, These pm-::acﬁ'e:; should remain
available for staff members to reference for specific tasks ]:rmcessing and monitoring
requirements, These would be extremely beneficial as a training guide for new staff
mnembers assigned to manage and oversee this activity.
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¥" Deposits should be taken o the bank as soon as possible o ensure assels are
safepuarded and to ake advantage of accmed interest. Appropriate personnel should
ensure all financial policies and procedures are adhered o (e.g. former City policy
stated deposits must be made af least weekly or when they exceed 51,000, whichever
occurs first).

Meiro Police Depariment Response

The Louisville Metro Police Department NareoticsVice Unit is currently in the
process of transferring control of State forfeiture funds to the Metro Treasury Division,
By doing so, all forfeilure activity will be placed on the Metro Government's system and
will more accurately reflect activity on the financial statements. Additionally, this will
resolve the financial risk of maintwining a separate bank account. Police commanders
anddPolin:c Finance staff have met and all are in agreement to transfer control of the
funds.

Any documentation that was missing was discuszed at the exit conference, The
documentation in question was missing from files that were examined from a previous
period.  The process to track the amount and receipt of forfeited funds was revised to
include these documents. The majority of files examined during this particular audit had
the necessary documentation as required by current policy,

We are currently in the process of developing a Policy and Procedural Manual for
the Marcotics/Vice Unit. In addition, we are also developing a policy manual specifically
for the asset forfeiture process. This documented forfeiture processing guide, once
developed, will be accessible to staff, It will comrespond with and supplement applicable
guidelines (e.g., Federal regulations, State statute, local ordinance, general policies and
procedures, ete.). This documentation will include sufficient detail for each duty
performed, along with copies of forms used. In addition, it is our intemt to provide
additional training to key personnel that will help ensure consistent adherence to the
requirements, It is our intent fo have this manual complete within the next ninety (90)
davs.
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Report Evaluation Form

Help Us Serve You Better

Our mission at the Office of Internal Audit 15 to provide independent, objective assurance and
consulting services that assist both policy makers and program managers in providing high-
quality services in a manner that is accountable, efficient, sffeetive. and ethical We are
committed to being the preeminent provider of wvalue-added services and to continual
improvement of the audit process to make it ever more responsive to our client’s needs.

Your fesdback helps us do a better job.  If you would please take a few minutes to fill out the
following information, it will help us assess and improve our work.

+

MName of Awdit Report

Please rate the following elements of this report by checking the appropriate box,

Beneficial s?::r:ﬁhrt Tmpr:::cd;mt
Background Information d O O
Deetails (| a O
Length of Report a ] a
Clarity of Writing a O o
Potential Impact a | O

Supgestions for our report format;

Suggestions for future shedies:

Other comments, ideas, thoughts:

Thanks for taking the time to help us. Please return in one of the following methods,

Mail: 609 West Jefferson Street, Louisville, KY 40202
Fax: 5025743500
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